
Learning... 

 (EYFS/KS1) Barefoot World Atlas 
This app allows children with IOS de-
vices to explore the world and learn 
all about the planet. This app is not 
free and does cost £4.99 It is only 
available on Apple devices but has a 
large content. Rated age 6+ 

 (KS2) Scribblenauts Unlimited This 
app encourages children to use their 
intuition to solve puzzles. They          
complete levels to help character  
Maxwell. The game supports vocabulary 
skills and word association. 
Unlimited is available on 
many consoles as well as  
Android and IOS. 

 CEOP is dedicated to the protection of           

children from online sexual exploitation and 

abuse. It is a command of the National Crime 

Agency. 

 

When and how should I report to them? 

 

You should report to them if you are concerned 

that your child is being groomed or sexually 

exploited online. You should contact them if 

you have any concerns about who they are    

talking to online. 

 

You should report if your child is or has been 

in contact with someone who is: 

 

 Asking them to do sexual things on   

webcam. 

 Asking them to meet up if they have only 

met online. 

 Chatting to your child online about sex. 

 Requesting sexual pictures. 

 Making them feel unsafe. 

 Forcing them into sexual activity. 

 

CEOP can investigate further what is happening 

with the assurance that your child’s safety 

and wellbeing is paramount. 

 If you believe your child is in immediate              

danger, please call 999.  

 

You can find all the information and reporting 

advice and make direct reports to CEOP using 

the CEOP Safety Centre. 

 

https://www.ceop.police.uk/safety-centre/  

 

For more information on reporting to CEOP and    

reporting procedures and support, please find              

attached to the email an information sheet    

produced by CEOP. 

 

 

For fun... 

 (EYFS/KS1) Rocket League– This app 
encourages teams of cars to race 
around football pitch themed tracks. 
Rated PEGI 3, Rocket League is                  
available on PC and Mac as well as 
consoles at different price points.  

 (KS2) Minecraft- This app can be 
enjoyed by all ages. It comes in both 
mobile and console versions and can be 
played with friends online. The game 
is not free however has proven very 
popular with children.               



What are parental controls? 

Parental controls are designed to help protect your children when they are online. There are 

many ways you can achieve this and sources for advice. Many controls are designed to help 

parents and carers to manage their online usage.  

Where can I find out more about different controls? 

Attached to this email is an informative leaflet called ‘Using parental controls’ created by 

Think u Know and CEOP which outlines what parental controls do and what they can be used for. 

 

For a guide on how to use different controls you can also visit Internet Matters: 

https://www.internetmatters.org/parental-controls/  

 

It is just as important to use parental controls on your smart devices at home, so also    

attached to this email is a leaflet by National Online Safety which gives you 12 top tips to 

‘Get smart about the devices in your home.’ 

 
Zoom has become a hugely popular piece of software especially in current times. It is an online video 

conferencing provider and has a number of features including: video, audio, messaging as well as 

screen sharing. It is free to download as an app on both Android and IOS. 

Here are some parental safety tips when using this app: 

 Turn off extra features such as being able to access private chats or being able to  transfer 

files will reduce the risk of receiving messages or files that may be inappropriate for your 

child.  

 Report any inappropriate content. If your child sees something that makes them sad, worried or 

upset, encourage them to tell you and report this directly to Zoom.  

 Agree a set of rules with your child before using Zoom. 

 It is more secure to use ID numbers for chats that are created by Zoom as it will make it 

harder for  external people to try and access your chats. Remind children to never share IDs 

with anyone they don’t know and set up a password for people to sign into the chat. 

 Remind your children not to share personal information online. You can even turn on different 

backgrounds on your videos to disguise location. 

 Keep your app updated. App updates often address and fix any security issues that have arisen. 

 Ensure Zoom links are official links and not phishing emails. Signs may be an unrecognisable            

email address, unclear logos or unofficial domain names.   
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Reporting to CEOP 
 

CEOP is a command of the National Crime Agency and are dedicated to protecting children 

from sexual abuse and exploitation both online and offline 

 

You can report concerns about grooming and sexual abuse directly to CEOP. Remember, as 

a parent or carer you know your child better than anyone. If you feel something isn’t right, 

you can report it to CEOP. 

 

When should I report?  

 

If you’re worried that your child is being groomed online or sexually exploited you should 

report your concerns to CEOP.  

 

It is not always easy to spot the signs of online grooming and sexual exploitation so if you 

have any concern at all about someone your child is in contact with, you should get in touch.  

 

You should always report if your child is or has been in contact with someone who is:  

 Chatting online to your child about sex  

 Asking them to do sexual things on webcam  

 Asking to meet up if they’ve only met them online  

 Requesting sexual pictures  

 Forcing them into sexual activity  

 Making them feel unsafe  

CEOP can investigate what is happening – with the assurance that the safety and wellbeing 

of your child is paramount at all times.  

 

If you are concerned that your child is in immediate danger, please call 999. 

 

How do I make a report?  

 

You can find information and advice on reporting and  make a report directly to CEOP using 

the CEOP Safety Centre - https://www.ceop.police.uk/safety-centre.  
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You will need to complete an online form which will ask you for your contact details and 
information about what has happened. It will ask:  
 

 What happened?  

 Who did it happen to?  

 What do you know about the suspect involved?  
 
You should complete the form as fully as you can but don’t worry if you don’t have all of the 
details.  
 

Do I have to give my name?  
 
When completing a CEOP report you are reporting suspicions of crime to law enforcement 
so we can’t receive anonymous reports.  
 
If you want to discuss your concerns with someone first then call the NSPCC Helpline on 
0800 800 5000.  
 

Who receives the report and what happens next?  
 
All of the reports are first reviewed by child protection social workers. They will:  
 

 Read the report and assess the risk to your child  

 Look to make contact with you to discuss next steps  

 Give safeguarding advice and support  
 

Supporting your child  
 
It is important to remember that it can be difficult for a child to come forward and tell an 
adult what has happened to them – they are often embarrassed, fear adults won’t 
understand , scared they will get into trouble or that adults will over react. Ensure you tell 
your child that whatever has happened, it is not their fault and you are on their side.  
 

Finding out your child has been sexually abused can be a traumatic experience. You may 

need additional support (www.thinkuknow.co.uk/parents/articles/Finding-out-your-child-

has-been-sexually-abused-or-exploited/) to come to terms with what has happened to your 

child. 
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This information has been adapted from the Thinkuknow parents and carers 
website – www.thinkuknow.co.uk/parents  
 
Thinkuknow is the education programme from the National Crime Agency CEOP 
command.  The CEOP command works to protect children from sexual abuse and 
exploitation both online and offline. Thinkuknow offers a range of safety 
information for children, young people, practitioners and parents/carers 
 
The CEOP Safety Centre offers information and advice for children and young 
people, parents/carers and professionals on reporting child sexual exploitation and 
abuse and provides a route to report directly to CEOP – 
www.ceop.police.uk/safety-centre.  
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Using parental controls 

 
Parental controls are a great tool to help protect your children online. There’s plenty of 
advice available to help you use them and it may not be as difficult as you first thought.  
 

What do parental controls do?  
 
These controls are designed to help parents and carers manage their child’s online activities. 
There are various types, some of which are free but others which can be bought. However, 
nothing is totally fool proof so they don’t replace the need for adults to support and advise 
children using the internet.  
 
For detailed guidance on all the different types of control, you can use an online tool from 
Internet Matters - www.internetmatters.org/parental-controls/interactive-guide. This gives 
you the chance to set up a personalised list of the controls used in your home on all your 
different devices. There is also advice on how to use all the various controls, with videos and 
step-by-step instructions.  
 

What can controls be used for?  
 
Controls can either be for a device like a games console, or for a network such as your home 
broadband.  
 
The way to access device controls can vary according to the manufacturer. They can offer 
varying types of protection, from filtering out adult content from search results to 
preventing your child from buying things when playing games. You can generally find 
instructions on how to set these controls up on the manufacturer’s website or use the 
Internet Matters website for help. These settings will apply whether the device is being used 
in your home our outside – but it’s easy for them to be switched off, so talk to your child 
about trust and responsibility, making sure they understand the importance of why you 
have put the settings in place.  
 
Most games consoles come with settings, which can be put in place for either the device 
itself or the games platform. It’s easy to forget that games consoles allow players to connect 
to the internet and talk to people all over the world so setting controls on devices and the 
platform itself (such as X Box) is important.  
 
Broadband and network filters generally come free with your service. These can be used to 
prevent material coming into your home. For example, you could restrict anything with a 
horror or sexual content being accessible via your home broadband. Instructions for 
accessing these filters can be found on the service providers’ websites – look at the bottom 
of the page to find the “help” or “security” page.  
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Online controls  
 
Search engines such as Google, Yahoo and Bing allow users to filter out certain types of 
search results. This means you can reduce the risk of your child seeing adult content like 
pornography, or set limits on the time they spend online. Look for the cogwheel “settings” 
symbol where you will find the options for each provider. You can also encourage your child 
to use safer search facilities, such as Safe Search Kids from Google.  
 

Social media and other websites  
 
As with search engines, social media and sites like YouTube have privacy and security 
settings. These can prevent your child from being contacted by strangers or from seeing 
inappropriate material. It is important to remember that content filters cannot prevent 
other people from sending offensive or inappropriate messages or comments to your child’s 
account, so controlling who can contact your child is a key step.  
 

Buying controls  
 
It is also possible to buy filter programmes. These can be either solely for filtering purposes, 
but some virus protection software also offer filtering options.  
 

What next?  
 
Controls are not a single solution to staying safe online; talking to your children and 
encouraging responsible behaviour is critical. However, controls are a vital first step to 
helping to protect your child online, and here are seven simple things you can do to use 
them effectively:  
 

 Set up home broadband parental controls and make use of controls on your home 
broadband.  

 

 Set controls on your search engine; encourage your child to always use child-friendly 
search engines, and activate and lock the safe search settings on the browsers and 
platforms they use.  

 

 Make sure every device is protected. Controls should be installed on every device 
your child uses, such as their mobile phone, tablet and games consoles (both home 
and handheld).  

 

 Use privacy settings. Activate the safety measures offered by different sites; social 
networking sites like Facebook have privacy settings that will help prevent your child 
seeing unsuitable advertising or sharing too much with other people.  

 

 Block pop-ups. If you’re worried about your children accessing inappropriate content 
though accidentally clicking on adverts in pop-ups, follow the advice from your 
service provider on how to stop these.  
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 Find good sites and agree on them as a family. By talking to your child about their 
interests you can help them find suitable sites to visit and apps to use. Review these 
sites as they get older.  

 

 Manage their use and access. Children may be very worried that your response to a 

problem will be to take away their internet access. Whilst this may be an appropriate 

response in some cases, the threat may be a barrier for a child who needs help. Be 

aware of this when talking to them about their internet use, and reassure them that 

they can talk to you or a trusted adult whenever they need to. 

 

 
 
This information has been adapted from the Thinkuknow parents and carers 
website – www.thinkuknow.co.uk/parents  
 
Thinkuknow is the education programme from the National Crime Agency CEOP 
command.  The CEOP command works to protect children from sexual abuse and 
exploitation both online and offline. Thinkuknow offers a range of safety 
information for children, young people, practitioners and parents/carers 
 
The CEOP Safety Centre offers information and advice for children and young 
people, parents/carers and professionals on reporting child sexual exploitation and 
abuse and provides a route to report directly to CEOP – 
www.ceop.police.uk/safety-centre.  
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SOURCES: https://www.ncsc.gov.uk, https://www.getsafeonline.org

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.04.2019

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Smart devices promise to make our lives easier. In many cases - they do, however these new technologies present 
risks too. Whether you’re using a digital assistant to record your shopping list or you’re controlling your lights 

through a smart system, many smart functions can be ‘hacked’ and controlled by someone outside your home. This 
guide will help you identify some of the ways you can stay alert and protect yourself. 

12 Top Tips To Get Smart About The

In Your Home

CHECK ENCRYPTION 
SETTINGS
Whenever data is sent over the Internet, it is 
‘encrypted’. This makes it harder to read if it’s 
intercepted. You should look to use a strong 
encryption setting, such as WPA2, rather than 
WPA or WEP. You can check your router manual 
on how to do this.

BUILD A WALL
You could also purchase a dedicated ‘firewall’ device. This is something that plugs 
into your network and stops cyber threats reaching your router. Some routers do 
have a firewall element included, but they are no replacement for the real thing. A 
firewall device thoroughly analyses information coming in and out of your network 
and helps stop malicious attacks. A security device is strongly recommended to 
anyone who works from home or deals with sensitive information.

 TRUST YOUR   
 INSTINCTS
If you ever feel something is wrong or 
your network is being exploited, visit 
the manufacturer’s website or ring 
their technical support department. It’s 
better to be safe than sorry.

KNOW THE 
RISKS 
The success of any 
smart device relies on 
it communicating with 
other devices using 
the Internet. It’s an 
unavoidable part of 
using smart devices, 
but it does expose you 
to numerous risks. 
Attackers could use the 
Internet connection 
to steal your data for 
identify fraud or to 
make unauthorised 
purchases through 
your devices. There is 
even potential for more 
sinister exploitation, 
such as child grooming 
or cyber-bullying.

USE A SEPARATE NETWORK FOR GUESTS
If your router has a feature that allows you to set up a separate network for guests, you 
should use it. That way, when guests use your Wi-Fi, they won’t have access to your devices. 

SAY 
GOODBYE 
TO SIRI AND 
ALEXA
It’s a good idea to 
change the activation 
words on your smart 
devices so they are 
unique to you and your 
family. This makes it 
that much harder for 
people to break into 
your smart devices. 

SECURE YOUR SMARTPHONE
If you do use apps on your smartphone to control 
devices in your home, make sure your smartphone 
is secure. At the very least makes sure the pin 
function is enabled, as well as any biometric 
authentication you have. Where possible, it’s also 
a good idea to download some anti-virus software 
for your smartphone too.

REGULARLY AUDIT YOUR 
DEVICES AND CONSOLES
Every now and then you should check through all of your 
smart devices (including games consoles connected to 
the Internet). Turn them off at the mains and disconnect 
them from the Internet. In fact, it’s good practice to 
disconnect any devices that aren’t in use. It’s a small 
thing but really does help. Even when you think a device 
might be in sleep mode, if it’s connected to the Internet 
it could still be listening or streaming data.

RENAME THE ‘GATEWAY’ 
TO YOUR HOME
Your Internet router is the virtual gateway to 
your home network. It needs protecting. To do 
this, you should change the default name (the 
SSID) and password. You can usually find steps 
to do this in the instruction manual. Don’t use 
your family name. Choose something more 
obscure. Make the password complicated 
too, using upper and lower-case letters, 
numbers and 
symbols. Do this 
for your router 
and any other 
smart devices 
connected to the 
Internet.

DEACTIVATE ANY 
UNNECESSARY 
FEATURES
Though it’s a fun idea, you probably 
don’t need to control your kettle from 
outside the house. In fact, there are 
often many unnecessary features 
included on smart devices. Where 
possible, you should look to disable 
these. Doing so reduces the ability for 
people to hack your devices. When 
someone sees you’ve actively taken 
steps to increase security, they’re less 
inclined to try to compromise them.

WHAT IS THE INTERNET OF THINGS?
This is the term given to all the devices connected to the 
Internet in your home. It includes a new digital doorbell 
connected to your smartphone, your kettle that boils 
when you tell it to on your tablet or your heating that 
comes on when you swipe on your smart watch. The 
Internet of Things (IoT) is designed to make life easier, but 
it also opens up your home network to potential cyber-
attacks. It doesn’t mean you can’t enjoy the benefits, but it 
does mean being aware of the potential negatives. 

Meet our expert
Emma was a secondary school Computer 
Science teacher for more than decade. 
Since leaving education, she has been 
working in a cyber security firm delivering 
cyber awareness training to businesses 
and carrying out network testing. She is 
a mother of a five-year-old and has vast 
experience of controlling and managing 
how children access online services and 
use apps.

KEEP YOUR SOFTWARE 
UP TO DATE
Manufacturers constantly update and 
improve software used in smart devices. 

Some will automatically alert you to an update, but 
not all do. To be on the safe side, it’s a good idea to set 
reminders in your calendar. Check the manufacturer’s 
website for any updates and run them if necessary.


